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(54) SERVER AND DEVICE CONNECTED TO INTERNET AND COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a 
communication system in which a device at the side of 
the internet (WAN) can be easily connected to a device 
in a LAN at desired timing in a network environment in 
which the LAN is connected to the WAN. 
SOLUTION: A device 101 periodically transmits a UDP 
(user datagram protocol) packet to a server 104. The 
server 104 sends a communication as a return packet to 
the UDP packet when needed to thereby be able to 
perform a communication to the device 101 beyond a 
NAT (network address translator). Particularly, the 
server 104 first sends a connection request 1 1 1 to the 
device 101 with the UDP, the device 101 receives the 
connection request 1 1 1 from the server 104 and 
performs TCP connection to the server 104. The server 
104 controls communications (114 to 117) between a 
terminal 102 such as a portable telephone set and the 
device 101 on the established TCP. 
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©HTTP 'J^a^ *RK»B**>a&nfcTCP# 
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£d U tc -b r ^ 5 £ C <!; X. 

■iMlfcfMt, 

pi2^^k§3§2&StcttT*$^^*a s *> -5 *cE£tc, 

r* £i§u?_L^ aefeau: Sac******* 85*^ 

|yl2«StC^^r *WEaffltttt*£fI U 
art,. 

pia^^^^ia^stc^^^^p^^-Ai^tc, 
MttdHu. «o>a***r ***«ffla»ii«B0** 

^(tt,fc», BBaTOn«rtfWffcoTatt«*c 
sat- a c <t «:««<tr *a*» i issum*-**. 
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mumtL $ n/c t c p #m &t i< x ma*&&»h 
s-NKiKa^isas^^issi*, asw*frMMfc**i 

mm&mm^mx-vk^tuxmutimic&mb, 

mm& ic J: 0 $ n*: T C P */r l< XB sa&s 
Wfb $nfcifc«WfR*^fal< rBteiWHWBTlK 

*wbt/fc», Mi2Bfi^am^»i?ii^<bbTfrs3*fKK: 
^-^tc»i-TTCP#»p**anu, 

[§g*^9 ] iiilB»Si*. I9IBTC P^^±*C«X>ili2 
t5--^i031fi IfgS^-^^^HTTP'J^xxh 

f^HTT P «J h &«fSUtTHTTP 

h^ gtfcgaimsa»-^<^t/rTCP»^g 
**a«i/rTCP*M*t»fiu -ecoTCPS^JiX' 

i) ^-.MtcSiS paw e I) H T T P 

[ ii*^ i i ) Busaiss^, iisai^ - * ^ * *' * 

> mwfr tc&tik&* < ^ y h ^^gbfctBgr, ill 
ffi-y— ^<«C»^TCP«««:ltfel'. ^C*£UcT 

c Pfe^±r-iwia^ ? v ? ^si^^-^tcisfgc-, 

WKTCP#«a&»i*. aSTCPftiULbXWS^- 

±zmB,mmi&&**ttfii>xwifcttmfticK&i,x 

Cig*^ i 3 ) a£Mst*> a(&*«^fb4j^cw^ 
<kf *Bi^a«*a*«it. 

iiia-y- ^ < & »*«ia«>jgs(i*iii o t c p mi 

50 [18*91 4 ) a^KB», ^-/<a"B»4:*at'$'^ 
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SSGE U X jE»C *^Ci?: Si!2 U fc&tf gf iESIft O T 
*> 1 o<D«Si . ^ > 4? - * v * «c»m pjfSftr^Ja < £ 

t-^^^tr tost * aa?'* f^t'^-?!, 
*> o *:*g*, wBa*o .'*»» h mss t uTtmmtti 

try h &ffSBBiCa*). 

B*» *>ma&- <* ttfcTCP 

Lr. cn*CJ:0TCP##£ifc£b. 20 

wat-^it wsTCPHswffia. -eoicpw^ 

l 6 ] MSaftSS^wffl^-^tcAH/fllB I D 

mc. nE*fi**M>HT t p y *x* h *WK«isa» 
^sR^nfcTCP*Ma±eceau, ' 

t:. -en^c^T^HTTPi-A^^^^iiiaTCP^ 
»«gafe '<fry n fefgofe^ »iaiN-MK«i,t: 

»STCP«*U'CII»*w<s±aat,. 

W2*-.»<i*. aa».iag?K .>*fry H ciMfi/cwffiM 

B&'fcBEtr-;<^a«<5 ftfc T C P iftttft&gft&b 
TTCP#«*IB4l/, BMKTCP»«±-CiK2»S^ 
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s*rtw^nycTCPiMS^iiiL»*©a»^, mum& 

tt*OTC PS«±r'p82v^A>^©iiOt*lwSr* c 
BIZ*-"!*. !5E*S«W^r^*^«B8«W» 

««aau 

I/. 
u. 

o. aetuMikfe^wi^ffef &»^ae^s*a 

X. 

(t**j:of««tr*»*ia«#Ke**A, 

40 A3 ttA: t c PiMftrMaa^wc it o ag^ft L/t:^ 
s«rsau, 

i MdRB^^vMfU nfctt-fittffltsatx-ciia 
so BS^aa#»c»^fti/A:«, maH^aft#Mt?«w 
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7 

A. 

pft*-j<t*. «isa«BteA*)ttiL5nfcTCP«i«* 
b i oco«as<t . ^ > * - * h (cMppnfeftd>a < <t 

^l^«l5lci®IBWlfll*«SSir*. h 
(ft/. 

TCPWktewt 0I2TC p«w±t?ms««^p 




«»3 4 4 

sMBcon^>s§fs ^s^-r^c ttiiBt-r 
bibin--mk:p i at>'pscpg ^>y» ? t- <r«Bff»ca 

fc»£. pa*- /«c*H/-CTCP««***iSfl|0, 
P*2flSi*TCPJ«fc^:fr», P§2TCP&«Lfcr'P 
S* - >< £ gff C t £ T £#Bo 

1 -?0«S£ . * > £ - * ■? Y «cRP pfffeft^a < ± . 

r. 

pte^-.^it. psia^4>p3ataw<c*r*iE«p* 

50 Mtt&Q, 

PSB1^-^(c:3*LrrTCP«*K*«:a«0, 

ea**pfflir-;<^£«s tifc t c p»«»*«:^« 

I/. cn*£J:9TCPi*P*«ltO. 
M±*CPStt«^PGIMiCDno9lfll ^«52£f « c i * 
[Ig*^2 4 ] 7* a ABlfl&ftrPP*, ft 

[■«4I2 5] ^a^ABjfcft^B*, »*iR8ft 

[se*9T2 6 ) StefciS2 4Xl£2 5<C»«C0^p 
^ =& §2^ U fc3 1/ f » - * P^ffi *3 BIPft SB««f*- 

[ 0 0 0 1 ] 
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[0 00 2] 

[il^^iw] ifi^, *!&*|S|t>T, fetor* Ad 

dress TraliKloriRM <OT TNAT J £fr$- 0 > * 
fc&iteofor* Atfdness ffcrr Translation&fe (fcTF TN 
APTj £«rr # > **«f&Jl~*K:j:0fl-*JlJL 
UT*? h*7~* (J^T fLANj ifcFTo 

-* * h ktimr&c ±&-mtvzv&* iq 

RFC1 9 1 S-C^SmcLANl^X'^-^^^ 

^- h i PT ^ h±tCfel^-^ 

T Kl^ftftoMBM: 4 y hl£&1fc£fttc&& 

£mm&j*C±&X?*rj**. NAT£fcliNAPT& 

mtco>®&zw&:u, v 1 pr Kb*&si 

?a-;ol f Pr Kl.Ai^'i^-h I Pr 
[ 0 0 0 4 ] VLTV % N A T»te<Oft^^*g & CWifi 

> zmic & -7 xsmr h o LAN? i \az&-$ 
7 0 z&fti'X h 7 1 2«tfe*3*vct* 

MB 7 0 lv*LAN? 1 lic*H*3tt, *-<?<7 0 30 
2**<f>*-** h 7 1 &fcS*$ntl^ 6 M7 0 
lC'I PTKU*i*7?^~h i PTK>* M 192.16 
t-.'V7i)^i PT KUAIt^D-M 

;u i pt n-^ ,, 4.i7.268.6"t:'*>^>i'r^> 0 a - * 7 0 

302 v h$lr KisAtt?a-;fjt i pt KU 

A M ?02,224,159a42'X'*>££"f * 0 ,'U-£ 7 0 3 

[0 0 0 5 ] ±12* * h 9-*&mc*&*X* #87 0 
! #if-><7 0 2 6flUf«HIM'«A:^(C^ #87 0 40 
H*. ST ! P/n{t y h 7 04£LAN7 ! l^igtfir 
£. I P>tlr * h 7 0 4 K«HaHM**«^**:tf> 

k. v-a i ptki-x <yr tsaj t^rr* >, ^ 

i PT K 1/a (^T TDAJ 

> . (UT rs'Pj £ffcf 0 > . 

[00061 WC, I P h 7 04«S>5Bfe^^D- 
^ I PT H b^"4,17.16a.6"T'*)^C6^:^ai0fc^ 50 
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7 0 3 **• I P- >? ** * h 7 0 4 £t£S&!£&7 0 8 £ 
li^ot i P/<**j> n05iL/t^ y j?^v h7 1 
2Kfc£iT&, ^§§!£l^7 0 8 Kfc^tli, I P-r<«r ? 
h 7 0 4<OSA7 v-JU Krt<D7^^^- h ! PTKU 
X"i9?.ie8,i.r«r. *-^7 0 3fl>-*>*-*? HM 
C>^n-M*jl I PT r U^ ,, 202.224.159,142"tCgJ$*r 
h. Com, ^-^7 0 34*. !P/^^h704OS 
A M lS2.168.1.ri I P.»<^ 5f h 7 0 5<7>D A "4 .17.16 
8,6"CDi*§£, (l)> i^^J:^^^-^7 0 3rt& 
tCfSf*$n^NATr-7^7 ! 3iCfS^^ 
[ 0 0 0 7 ] &fc7 0 8 CC-fe-S, i P/^ ? h 7 0 5 It 

h 7 0 5 l*BW©f-*--^7 0 2 Ki&gSft, *^-/<7 0 
2X''<* y llt^mm (S7 1 0 > MiUtotl. \tm> 
\ PJ<fr ? Y 7 0e^U-*7 0 3«<:^(E$n^, ^O* 
- KtSr^kB < S7 1 0 > K*H*-C7<£r ^ K^SAiD 

[ 0 0 0 8 ] 0 34* i P^> * h 7 (;. 6 fcftfit 

NAT^^T 1 3<tOtt»*?TW^ 4 
iC^O, i P^-^-i- H7 06ODAv*I PTKP37 0 
5<D$A±- J &'t&C£frtD, .'U-»7 0 3?>^SiilLxA: 

aHS«*7 0 9«T^ J >. 

[ 0 0 0 9 ] i%mz&l 0 9 ICfcC^C . Jl*- ^703 
Ji. IP.'^/v h706€DA7^-^Krt^>^a-^ 
JH PT KU^ M 2G2,224. 159.142"^, ! P^^ * h7 
0 6C'SA7< -.'U Krt© I PT K L- ^ "4 . 17 , 168 ,6"tC 
Sir»rNAT^-^^7 1 3*£gfg3JvCVfcti87 0 
i^' I PT KU^"192,168,1.2"^gmU. I P^{r.^ 

h 7 07 6CCLAN7 1 l^SSfi, CWCctO I 
P.'^^ Y 7 0 7i*«B7 0 ! K^ff^n, »S7 0 ! 

i p/f«T^ K7 o 4c-uA*>^iur^fi5n 

[0 0 1 0] NATf-7^7 1 3«ifil»*?fJttr>t:C-. 

hi<r^*HTV^n, UDP><«r* h*Ci*^^7^T*>htC 
J:0tfWt?n^ o J^±K1^9, LAN±^-^'<7 0 2 

[0011] W±©*R(C. N A T^€:J#^- ^tdj: 
«. LANlCSSi^>^-^7 h±C[>KSCiii£^ 
^ir^-^. NATCWt'il LAN±C'«^ 
<?>»g^lH!H^ ^ > 4? - * ? h ±<7>^S t m&*L tltt * 

tablets mmicj&ittzmE£fflt}tetciio>?xi~M 

♦J . ^dwv*. I pr Fl^XOMMeajRa^'d < 

c ® at sse* nsft-r £ fc&tc nat <cWe^2z:5S (-x tc 
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NAPT«Sfs#**p 

[0012] 6lTt\ N A P T««® f±ffl**B 9 ©31 
tt^-^>Xp^?Sor§ft^ -So ISO, l^8<DNAT 

M*ry KDI P7 FU^cMfecPMfrtt^taV. N A 

h&^t iccxk* r i oo j if So > i pm 
jr ? h s o 4 <d s p cc c x-it r 1 j it^. >©rt**c 

g^^t ! P^'/-; h8 0 5<c£iJrr6. C<C'BS, A 
-3? 80 3i*. I PMJr* h8O40SA~l*M68.l. 
2 "<L I PM^r ? h 8 0 5CDDA"4.17.168,6"<E>®*dHI 
A. I P M$r ? h 8 0 4 CD S P ( 1 > i<-n«rgJftl/fe 
A-*8 0 3<D4*- h ( 1 00 > «WH*Jl"-£8 0 3rt 
aBCDNAPT»-^JU 8 1 3 {@9 <b> 

[001 31 *-4?8 0 3(*l P^^ 8 0 6=&flt 

*lf ft*. Htfbfc&fe. SttOfc I PMJr ? h 8 0 6 
<7>DA# ! P7 Klr*8 OS^SAi-IKC, I PMJr 
* h 8O60DPAU P7 F U A8 0 5<DS P 
tUt. ftttl/fcMir ? h 8 0 e'aPA- *8 0 3#Sffll' 
fcMfr* h8 0 5^MT^lt^r**SC<!;*ia£t> * 
4>tt$. flS»KM8 0 9«17&^ «»a»8 0 9Ki*j 
^&NAT<C&ffK»*. i P^9h806C-DP 
(CC« Tl OOJ W>fctt*:&WtsX*><7tc l PMfr 
2 h 80 4Q SP (CCCE* r I j > KfglH. IP 

My?i*80 7tg&fe'r&. cnccjco, lan±<?>& 

S8 0 1 i<i>£-4 ? H<t> £r£l 8 0 2ITC9ffrt& 
pTfti^^c ±teQNAPT*»c«fc:hl*, LANflfcO* 
6BIW>l|HWB**caBt*&lld , C<>, IW8 0 l*» 

ft^rA-*8 o 3<D^aw<* i pr 

[00 14] W±<PflMc. NAT*fc**NAPT«»ic 
J:n*#> 7?^- h i P7 FUA^^LANp*^ 
8$> h _bo - Mtc£#r & C £ kt&m 

(,cv\&X'*>&. —*-c\ :f*-f<- h i Pr Ku*£f# 

h I PT FU**t:tCM** h&j£tBT&C£#*C*tt 
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[ 0 0 1 5 ] SWN A T«fticfel>'Ct*, *-1fi»2*> 

ff5NATt-^0*>h'itt, ##l.A:l>LANrt<D 

Xi,>Z#-h frhUZ>o ? t-frtL 

ANrt©»Wctt«*i,fci»«fl'&li:, :a-lTO«S**&, 
<U- a -,"<jU ! PT KUA£»«NA T7— 

10 : ?i«>S^0rab^^^NAT^-'7'. , KDX>h 
y^WteOr. M*r? KDS<S$fe&xi/ h »Jrt©LAN 
rtC'ftStf) i Pr F v*<L#- FegfcOTif&S't&o 
[0016] 

0. ^^ts> h±a>WB^^LANrt<c*W«j*u 

oift^rts^ 1 Pr K u^©wiw«3ti»A> Ka-ytc 
20 ^a-zou i P^PPP^DHCP^a^jua:0* 

WBT&Jt^ar^l SPGD^-f^- h 7 P 

^ 7-^4c^5nr^sts^«<i;NAT^^<:^- 

Ti^^ia* I SPO^-^Ol^NATsS^^fV 

30 [0 0 1 7 3 U±Mmujtlfic, HPTK 
l^^LANrt<^g*^^>^"47 r±^«^ 

tc«»r&ct«SB^. 7 i ptkua 

^m^LANpi®«StC. ^>*--t^h±<D«B^^ 

OfflAU, PC <M-V*-*:2>fcr:r.-£) ^I^^SS 

[0 0 18] *^i*JJB©aiE4l?«^&.Ct*a«i 
40 ^^oLAN|^^StC^^^>^-r?,- h±<5T'*SS^ 

[ 0 0 19] 

[M*fHfe?*fc*4>ffR] *«HK»*»lCai« 
v^^Aii, HcWj*$tife4>/jr<i*>l 
' 50 ^oc-ISSi, -<>*-4 ^ htC(HBKItt&*tt<t*>l 
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it— / o x eg* *gfi v a ? a*c* * cKie 
[ o o 2 o ] mm\t*~j<irtm&mto >itr* 

»gtt, ^-^frMNMM frffry h *S 

goftg£, *-.***c#urTCP«#g^*sfrs* 

TCPttfiWHSKtf** TOP^M, 

•c-©tc p^±ri^i*»^<C'iM*«ia'r** 
[0 02 i] wio»ff^**\i*fc:«fc**u:, 
jagteggshsttsag* ^*- ? H atggfrfrc-aspM 

» » H PJSg£ iTTglf M&»NATfetfe 

*a«tixftiu- *<c j: > * -* ? h K««3nt 
icmmx- t>m$t * tc t c p*jft«ffi±r -6 c 

COTCPI^±T^-^W»ffl©«3a*t«Ci 
bfiWtCL AN*CtWI5tlfc«R»i:ge*fT^ t 

i««©tt»tt^*C»TCPlj(^*ffli>Sfc». 

[0 022] *^tC^^2<D3iff^'?^i*. Ul 

XX h«r»flrr*CitCJ:D»BK:*tT*ftSg#*?T 

**>*«!>HTTP"J ^^h^^^WcTCP 
fcNS-fc^g-r*, aSvi^nfcHTTP'^J-A 
h«:S5gOr. *ftlC#r£HTTPU**>**TC 
PJS*4±t , ^--'<^lSar , r4. '<(*HTTPl*A# 40 

KWe b:T*$1?*£*Ufc«i6*a»&, N ATA— . 

^©^ft^Mfe^rtfTO-c^awc la Nicfcfcsn 
[0023] ±Rff>m2Gmvxf*Atcto*x. m& 

\tWetoV~j<*l>*~fi>£^*V*~>l4tWi%.Xh 

We b*- ><*S>»-Att, fi3 
HTTPO ^ h *«81TH TT Pi/^*>74jfi 

UfcBSi**wffc«i,r TC PJMtg*€i£flt 50 
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U*CTCP&S£SfcfcU ^CDTCPtWLbW- ^ 
6HTTP U F 4canorV« b<*-MKgg 
I*. We b1f-'<:frfeHTTPUA#:>**iMl/C'0- 
-J ' <IC T C Pft^±r-^i2T^o 
[ 0 0 2 4 ] C MC £ttft*. K^OW e b 

^MW^cLANtctm^nfctRSiHTTPKcfc&a 

»-a& MKXjK? ^ci #-cs * 0 

[0 02 5 1 *&WCflt4g30gfl^.&?*tt. W 1 

oesg^-sr^m-r^ci^r*, «s^^»s«:^ 

MMtg^ £j»jl h <:«gtxfcg», /<«C*H/-CTC 

p it & u . -eosss t/feTCP ««Ltt^ ^ v 3 
>K»t^-/<K:atl/. TCP^li^i TC 

g h<gfSSO'CWg3>>6-»"^<^3&ggnfeTCP»ift 
g***itl/ 1 CTCP*»*WflLl-. TCP^Jir-^ 
^>^(t $tl^-b ;^s? I* , T C P 

^*^<DlsR<D»3ftg^{:^t/r»»fl>TC p«M4 

&«*C0TC PIW^r«**i&<Wl««:*»r*C i 

[0 02 7 ] ^a<D3l(&^^rAtC<fctU^ ^-^tt» 
^atctt!ft©TCPl*tt*gst'y*Ci^-C*. <r<D 
IROfl^^TCPlMLb^filM^M^^^^v > 

[ o o 2 8 ] m i ^aet'^^^tcfcvitrtT-'-^iiafit 

A^c*8^ii, ttttg^fES^^. *<DW«weg|SllT 
[ 0 0 2 9] Ctttcj:ni#. IKBMttff UTgflalVMr 
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iSs***Ktii** *fc#8<*> i Pr fuaAM spk 

^-MCCg$ft<**lfc»B<© I Pr KbX#B 
Bff^l»SfcDBBcc«MB**?T9 C ttBiaftft 
[0 03 0 3 *5WCCff*!|l4«Wi«^yA«. £l 

oBff f * i - r if - <o cfc ^ tcg&fE-r 
z>. 10 
[003 1] if-Mfc, »KC0»WC4lL^ fea&ca 
»T * -fe *8#fig £SESSf -5 gzft&fts* B A - M 

i*. BBtcwfk^r^^^msHMttBtjaMi'r*. 
BBS** ^o«*r^Hs^Maw«iw*R*«aL.'Crt» 
tcfsuyt/irfcar a*r **ABSMMBB*«K*Htti 
jiotig^BB'Cifeiiwegffl^i ^^^ M asa**. * 

€!>ai5T^*^BjaiiB«Bjffli©fi*a*r^-feAai 20 

^»^«AT^*^ttl2BW«B^m'rSllSfcl 
hgaCftBtcaa?*. 

[0032] B^affVXT^tcj:***. HMft 
fer«i<:it fe Ksptsr- & afi^n]«fc»&a:B5fc 

«B©«BKJa<tr*cJ:0. tfw«cfiB3nfc«B<Z> i 30 
P7 KUAM(cBBm'Bfl!>IWc||^Br&tif£B 

<t*BB*C*&. £f=>K. ?wo»*flB(C?ttB£r 
^*fig^8§fcm&*£l£*r& C <L*CttfSJ^afInJflfefc 

r a (feccsa? * c £ awsiB ± & 

[0.03 3] *^ifl*cff*B5<Wl«f A^At*. 0! 

[0034] tf-Ml*, *-Mff*!B*aiH<. i§<t& 

i* ^-.•vgEWB**a'r&*«i:fflf»*i*^ft*JJ:CX 
OT<tr*lfr9fltt#«& £«*.«• «Sit, Btt«B 
«fcfcJ:Ey«#ffc*&lMS««£*«A*. tf-M 



i*. if-MiiwfBBcwa«tit, ^i^n^TCP^ 

B^**aa*«CJ:*BMftLrrfi5 # SE 

£3 fifc tc PttM«/rut:tt^^BB^«mM« 

TSa^iiit^'Cfg^ltU^ffe, «Hiae»l£'Ci«Wt 
Utft&e&B'r*. ttBlc<*:0B£5*ifcT 
C PMM4r^t/^«B^6BX^tH^««^r«K 

[ 0 0 3 5 ] m$<ommz<'X7J>ic£i\\& tsfctvm 

[0 03 6] *£WCff*B6 0afit'A'r<M*. 931 

4>BBVA?AKfei»rir-'<BWfcc>j: ^*cs*fw 

[0 03 7] U—Mi*, if-MHffl!BMa#U. 
I*. ^-M'sEWSirWE^&^BtiiBa^tt^kWlX 

?»<k?*Bft4?Bfi4H£*:B*.*. *w*, ^-^<m5 

me* t as* incite cw*f fcr 
aamtB**. B^<tws«>«a*c«f&» 

B^Kaf^BR. ^Bl2B*iBte1«Btc#*-!f-M 
SEH8*a<S?*. MSbSlE. ^-^<iieft»B©i3«fi 
*. 1f-MSEWS*iggEL»'CiEai?**Ci*BBUA: 
J: OB^fclz-CftS. If- 

^<ittftt(iB<©a*e*. if-Ma^#*igaEu-ciEa 

t^Ci & BISI* femiC«S*«lt 0 T C P tt)Lb 
t?B9aft#B<cJ:omfl:oTff9. 1N-M«*. 
tc^: DBfidtt/cTC P«B*/ro'C«5fe^&««^» 

o r ■ w BB^Bren^ik wc«, «hm 
rw^ffci/irBBicafrr-s. xi*. 

n^c T C P tttt U t»B* & B*^tt*B« 

f 4isw*, »B^^wik3n&*««B**«t/t:B 
^a«*Hxia^ffci,fea. nwani^RrHWfbut: 

[0 03 8 3 j^dOBB^^^^tc^tii*, B3R&MB 

enrcieatcflfl*?? ^ctm. 3 6«cb*^* 

«Ewif-^<ffiWB6«MecTB"Cif-^'ftc i BBrJl 

[0 03 9] *&BKff**7OTfft'A?,MJt. ^> 

* - .t. » ^ (CBB $ titz&rj. <ti>\ -i<J>mmt . 4 > 

* - ^ y 1^ iC»«^!fttt*« < i <b 1 ^(DttSRtCfl© 



o 
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f b t T C P^f**3l<lt V 
H CI»UC<iB»fe1t--J<^ 
j£ffi*nfcTCPi*^#**«U cntCi:DTCP 
#^£fig£ir*. "fr-Mtft. TCPfftftOTE&fft. 

[oo4 i] m7v>mmts* : ?^ic£txiz* miaWF 20 

sp«c^-?ri|pW^*i*ja > cfenx*jD.. *o 
fM0fltjMK&£ccj: »3 . *w ft fc#8G> i 

l j: pies pa w F< PS«greiEUMu & 

[00421 ±B©a«^**A«fcC**1fw<. 

SEfi8i<*<C J: «> 5 J: I * 0 40 
[00431 

[ 0 0 4 4 j <*ftcH&jg 1 > m I fiJ**»<D*ttKDfi* 
& 1 coast'* ?<tte>3&fi t"- >* *sa^ i/ft:B-c* 
0 2 ir^^fi®t^-7A<3>^ ? ^ ?-*j**ia 
*#w©a«*'**\M*p-*ju*y;r** k 

(LAN) lCi6i<«lif^M?HC' 

5 icoafi«®afi ^s^t* £ to?**) , lanio 

6 K««snfc«B 1 0 U, V>^-^?H 0 5 ± 50 



tcjMSSftfc-fr-><l 0 4 A, LAN 1 0 6 
h&»*r*^-* 1 03t*:Sfco 

h 1 0 5 Kt&MMEfc 1 0 2 MMft*tvci»6, 

[0 04 5 ] 1 0 3«NAPT«ft*j»bTl* 

MBl 0 1C0! PT F h I PT F 

UX >> 192.168.1.r'C&0. if-^10 4©] PT Kl/ 
A&^awOW I PT FU *"4.17.168. 6"*C,fc£ 

* ! 0 3<JW » h 1 0 5flT KbXii 

p*ppp^:fPha*Kj:gW)£T:fcn. s&tt*c 
ftrt;?<&ftt, cC'B^x^-^ i o 3<ey h 

#)7 KUX|t^O-/<JH PTFU* "202.224,159.14 
re*****. SttW^iLh, 0 3<£-Y>* 

[00461 01 . **WB»WIff - 5r > 

Xt|ffflt4. ®S 1 0 1 1 0 4«»b 

0 8^(1^, CftfcCDilfil 0 7. 1 0 8«UDP 
tC£^T*>TCP<CJ:-?*Cfc&<, LAN 1 0 6«(Clf. 

i»3nfc*si oi^^wiftsn*^, napW 
«r«*fciU-» 1 0 3 4M*r:£i*&<»ire** 0 c 

/vi 0 4^sfe«*n*aaiuDP-»^^ i- {m^>o^ 

[0047 ] yc«C, ft& 1 0 1 UHllWtCffl^BU DP^ 

i«UDP^» b 1 0 9i*»Bl 0 KCB 

aaUDP^v h 1 0 9&;U-£ 1 03^J:0. 
©NAPTSt*mWc»^>^-4? ^ 1 05*C 

[0 04 8 1 mZV> U> . (D> ^S'JlS^^n^Kf 
ftCDiMpUDP^ir? K£P3&***\ ffl*IlU D P-*?^ 
» hC^<im5v*, ^ l 0 3^UDP^ v /' ^ h<7>N 
A P Tt-^^^A7*? h tcj: DKS¥£RMJ: ♦) 

(b ) iC^Uc<fc5^NAPTf-^^^A7f h 

[0 04 9] B1CCR4. /<10 4tt, iftlUDP 
^5>H09««U, ^s^SA. DA, 
SP. DPOSTKUAiWS ! D*W*)Hll/. ^4CC 
^T^:^tC, cn^^S! 0 1 D = " 

1 2 3 4") Kftlfrf * 1 ffl<^>x> ^ »J t UC-F-xft 

s i i 9 trii. e»r >-te*«wSi*x> ^ y tcfiMb, 



o 

LU 



^3 
5 



CO 
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#1*34 45986 



19 



20 



jateiesw*. uis. ^-'<i0 4i*. a*aUDP^*- 

s h 1 0 9«ifir*fcWC^^9^S 1 2 0^^TcK 
f*. Sfc, CCMU ilSflUDP^? h 1 0 9^7 

ft***), Jl-*1 03©V>*-*» h (WAN) I 

0 5fll pr K^*H««:*i*)li6<in*r*. &$r 
<7>r k uxasx> h y tcfstesn*, u±<os'-**>* 10 

[ 0 0 5 0 ] U±<WM»****7 U-Cl**ttS'C, tt 

«£ic&i*ft81 0 lOft&I D4fc'<9-*-*«C 
J&£l>X\ '<! 0 4K*U/ftS«#SMU 1 0*38 

*4><Z><i**. MBtftttS*) 10t»Ut-.»<l 
0 4 it Win 0 2tc£0ftESft*:ftBI DfefcsSMP 
OTIS 4 lctt?-7>i>fr%-*?-;<ftic&S$£*i?c 
&g I D *Jfc* U MB 1 0 1 a«fc» t/fc*tl5x> h U 20 
*lt* <A*V:fS 1 2 I ) o 

[ o 0 5i] awe, ;< i o 4 h y rt©«w*r 

o. **7 xmnuTMdtf, ^ i 

c o o 5 2 ] c <d*l *> *cg**r * ■kAmmzmmr* c 
it-, ftsi o ltfjEftertfEu cr<«ifi*i? 

fc. 0 3<D^>:5?-* ? h (WAN) 1 05M 

1 P7Ku*tti SPfc<fcor«^csw3T*tvci' 

04*C»3ftfcfcBl 0 1<DI P7K 

u*#sto«Ba:Sio at^nro* 

C©«dT ^B ^rW^«^*8IK^B^a*W#«:?T 
[ 0 0 5 3] XIC, l 0 4 li. -Ktt-b ? f 3 > 

2 > • 3 &*C. ! 0 4 lifts 1 0 1 tCttlt?&x 
>h'J^SA. DA, SP, DPCD&7KUX«KB 

u en & M^t t ? ^ 9 >wi?^ o- i*ica 
Ma»wuDp^{r?h 1 1 1 cer, 

JHMGfcUDP-*** h I 1 IttSUHUDP^ir* h I 
0 9K»**lfcfi±OTlMtSft'Cl»*. @3 <c> tc 
^>-^-4i4 (WAN) 1 0 5±KStfi3ftfc«ttR 
*UDP^5rv hOf*3S£^f 0 SI 3 (c> IcSRtvfJr 
» hcD7Ku*±#-HD1ilt €ft*ftB3 <b> ic 
tRTJ<*7 HCtel>TT KUA£i<- hOV-^if^ 50 



ftfc<fc*3, fttMtttUDP'<4r? I* 1 1 li*iI*tiUDP 
Mir ? h 1 0 9 <&I&g?M>r * h C tifiQfrb* 9 
MK3kUDP^? hlllt (i3K*H*"C 
ISKCC'N A PT.*fttcj: 0(33 ( c > t&itt1IMl#»&B 
3 <d> iC^TB-WcSOftSft, Mlo'ieCBSft 

[ 0 0 5 4 ] Sttff^U DP-'itr ? h 1 11 *«f»l/A: 
ftg 1 0 lit. t-^'l()4^UTCP^i^l 

1 S^fiSCST*, TCP8»f?^! I 2K:^t*-C€Wa 
^gs^sr^B&T^^, syix. ack/syn, ack 
y h k J: ■^x«Wk**4f *a««)TC PttWi£ 
3mre*>* 0 TCP»ttS*l l2i*LAN«^^VA 
N«K3*Ut:tT^3bft*4>©ir*)&ft:i6, NAPTftfg 
*HlitfcJl'— 3r 1 0 3«rife*.t:Sltt«C< TCP»««:Si 

[ 0 0 5 5 ] £LhKJ: 0^-^< 1 0 4 iftS 1 0 1 
tT'TCP«^K:$n^, U D P^ir ? >? 

TCPiWWH«»WUDP^/?l'l 11^ 
lEit^BAdft^c^BM4tt^ , C««cl' 0 *t<Dtd?>i*L 

[ 0 0 5 e ] *r, fts 1 0 1 j«©tc p««±r% 

#&^3fc U D P'> 5r ? h 1 1 i ce J: 0 ii*a $ mc-fe 9 V 
j>W»4. *?!"»^Mi™5D 1 1 3KlA^r^ 
w<-sjgai'r* i 1 0 4 It-b 9 ^3 >«SI-r&* 

&mm&\ 1 0iCJ:*J**3ftfct©t?*SC4«:1it 
ffi^^i, ^-^l0 4t*C^TCP»«*, »«B* 
1 1 0 CC^xT^ i 0 2 £t£S ! 0 1 fc1C>ilffCC#w£ 

[ 0 0 5 7 ] ttla, -b ^ ^ ? ^aiM^KRiLrllB i D 
it. 0 4<tftSl 0 lM^ttlftOTCPtMl 

8i*©TCP*ft±t?»*-itii*w»ufca««»isa 

«t«:t*. Sift* 1 0 2*>*RB1 0 1 ^■bvfs > 

[ 0 0 5 8 ] U±jft^ft^ft(C J: »3 . w< i 0 4 ift 
SI 0 l^B-CTCPStft^HlLSft&i, ^--'<! 0 
4 GC^OT C Pm^±f-*S* 1 0 2 £«B 1 0 i 

0 2 d.6<Dam 1 1 4 «;BB ! 1 5 i LvTtSB 1 0 IK 



£3U 



1ULJ 



3f 
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21 



22 



0 4 2?ci*fNBl 0 1 8£ 

W > . ss^t c p tftft© toKfcrat o r -Hi© tr 

1 0 0 5 9 1 &4a, ±SB©^-^' 1 0 4ici:£iIfi<Dls 
£». TCP»«^i»»5tit:^^iiiiOT*r<>5ft*?3fi 

OX ttft } C i^ftTA 9, dn*C A 0 ^ 1 0 2 i 

$ tl-C C * *H«C t* ft ^Ci OTHfc-c* £<, 
[ 0 0 6 0 ] CI JbJM l^c «fc ^ tc-*K«WWB»C An 

i*. aftpUD'P"*-? h i od^cMfcs^orlKttKlt 

T KLOltffroLANf'rotlBl 0 IKttU 

4 ? h±<Z>$£* 1 0 2 fi>hf*i&o>$ A 5 > >/X'S6tc51 

<tl/*CLANK«ft$nft:. *Ufc\ 

>. MttA«^«M<r^»ni<«M^&.SA«:MK 

fgfcfifft ^ C £ t <M&& 

1 0 0 6 1] -»W<D*«tc «fcni& A - * l 0 
3i*SB*©NAPTlWWi*«Tfeiti«<, »WNA 
T SM*NAPT8l£^T*ftfc*>. SWCa-tW 

[006 2] *«B«»a<C«fcW* t A - > 1 0 

SKlMNAT^Ittitr. IRB10 ltcMOXWAN 
Wfr ZM&ZI&X > < tr ? h ftfilOl **51*fl U D P 30 

[0 06 3] *fc, ^^HlCMcCAm^ LANrt*> 
(iO^^v FccttL^JMMtycaaUDP^y? F 

*1 03K#U l****-^*^**-* F4I, 
TffffiU 0 3©WAN«J«#0>PPP*>DH 

cpa^AT-JF-rac&icj:-^ i spto>6^$ 

[0 06 4 3 *fc, «3feHiOTIKiCAn^ 
4 * *> S*T * * * 5£S2& JMMtilft 1 0 8 tCcfc ->T31 

*»u dp.**- 9 h i o 9©«eai»c*jfi«:SS'r*c: 

t-C. 1^w<IC4j*t&a3fflUDPM5r^|- iO90£fll 
©«lijSfi^5]ftftCi*fea5f &£r<D»#IS*. SI* 

[ 0 06 5] *fc, ^teGH&flUCAW*, A - * 1 o 
3<E-WA N« I PT F U*#*tofcBD»&n*C<.>T 
t>. a*pUDP/<fr 2 h 1 08 <CJ:0fl|jWftfe:iHfffl>V 50 



ANiJ! PT KUA^t-M 0 4£SfftStt*fcJb 

i o i *«*i,*ca«*frc#& Q 

[0 06 6] -?WBfc®^8fctC4di»r, ^SC'&t* 
UDPSetC<fc«>5i<E^ii«:1fft<i». 4&£l0 2&tt 

si o i i(«M*tf-^DAi(j:< <e»tt(5>* 
i*TCPaft£ft&*c&*u?«o<.». cfttc£9, * 

l 0 4 4>Aft0i$$<!:. 1 0 2 £»S I 0 1 t 
M3S0UDPv«^s F 1 0 91*, A-Jrl0 3©NAP 
AD. aHKNg'^ UDPH^^Kif* 

mfif &^a&(CKVa»c|^l'ft i'. U DP^ir ^4 

[0 06 7] TjgWBOTlJTONAPT^A-jt: 
SflWt/fci», A-^r l 0 S^NATaffiffft^-Cl** 
IS^-CA^T^. MSI 0 1 <tt^-^ 1 0 4CMttf**St 

?f h I 0 5<cWltl**MT*^tt, las 1 0 1 
-^>^*5J^ift*. ^^>tC, 

tr. h i pr Fi^tiwt* i s 

PKHAU I SP©A- 

^^Atnir^iSoNATA-^^ftiyt:^ ? 

-^^te^TTsiSONAT^fe^NAPTlWWnfftt) 

n. ^t*o»e 1 o i t-tf— m i o 4©iwp**jw* 

[0 06 8 ] fcfc, T Kl/^fiffltfi»lUDP^^? h 
tC^P(^>taft'Ct*ft < , rt©^IEKA <>XT\Fl> 

mwmtt, ^awoL i pr Ki^^isit^^-? 

^*fc»***^<, ^»aift1is£^Ai fr 
[0069] «tfc, -fc: 9 ^ 5 >aWimjt TCP»«g^ 

i i s cc# (./TCP -s<c*tttrt w ^n^ssr- 
-jS-c *ni« < , **.«raw<rt-c- *t?ft < i 

[ 0 0 7 0 1 -**tt©^JKt?4* I Pvencor F" i- 
A^ffU^br^l/A:^. I Pver6CD7F"L'A£fll*fc 
t^^C^>, LANrt^^^^^-4^ h^^vK 

F ^LAN^? v h 0 ^ A - * J S>'/- 
[ 0 0 7 1] ftia, ^KKC-^SR-Ci**^ 1 0 2i*^ > 



I— ' 
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# 



(12) 



23 



iicmtm&zt\z>£ l $i>zm*£ftx<>zAK 
tt« i o 23»LANtctW6*nrc^^>iS5fei os*»£ 

afI£K3iaT£P0Kto^*Ct>--.»< i 0 4 (C*H"5»« 
Sfctc. tt*L 02 (CM i 0 1 £|S|£<PM£&te? 

«e Kfattrnm r & * Stat? & Actum* ^*c*> 

[ 0 0 7 2] 243, *^GHBS*T?i*M ! 0 1 3-&<D 10 
««W-'<104Wt*»J,. t->U0 4^. 

1 0 2£Ml 0 lH4>»fll*«K&l'fe*, #«P#U 
DP^-; h i 1 l «U:9«5fei 0 2©T K U**a*0 
th* US I 0 ! dtil* 1 0 2 K*t UAftT C P*» 

n«. *s* i o s &m i o 1 0s*»iae*?Ta ^ci 

*TCP*»*W'tWtltt4tf ^Ci fcpJftfeX** 
C<7>J: ^tt««tc j:ni*^--?<««5fe*c *CM 

[0074] a*, *^0Mc*h>i:m 1 0 1 to 

1 044a>fcr*~*ttffifiW*C£#'C* 
*<Z>BtlC. Ml 0 1 £^-^1 0 4iC«-*@i£> 

t & c i & *o c *uc J: tummo a 

£ £ Sit - T *E>e>5Ifl £ *3W iCi^t**^ 
[ 0 0 7 5] ( nteOfcB 2 > &9fi 

l®*lt«>HB£nOT*D. 

LANCC#i|*3*ifcMl 0! ±HTTPKJ:*il«* 
[ 0 0 7 6 ] m 5 *K*hH5S<Wlfi^ - *■ > 

mi 0 1 0 4*cs*b 

**AE03MmM:$4 0 7 feSO?*, 

mi 0 4i*ccDi£#<ti/c. fi^r>Hs^ossnnw«R 

i*5#> *ii*flT&o CC£i§fii*UDP*CJ:-7*C*>TC 
PK LAN 1 0 6«fc*i*$n;teMi 

0 l*>feMr£tl*fci6. NaPTM*****:*-* 

1 0 3 4M*/C3«fc<Sfrc*& f so 



131*3 4 4 59 8 6 

[007 7 ] AK, Ml OH*2«5IBCWHaiUDP^ 
5r^hA, B(4 10, 4 0Q) &&*®m$£&&? 
2a*W? h A. BG>Mt*. aWDP^'/ 

4>K4tU »UDP^9 h BI*£3rr*-fe*BBB]* 
[ 0 0 7 8] M 1 0 1 -**a«DU D P^i" h A ( 4 

*BWWA-3r 1Q3AHJDP/H-? K»NAPTr- 

[ 0 0 7 9] ^fcHD«£5fe0 1 CCtt^-CtitaftDU d p.-**- 

^^Co <:0>fcft. 1 OSONAPT^-^JUOilt 

Sg»M35*St» <FRi*3 0#> a«DUDP^ 

*cfk^ri?-fe^BlS«^Wff5n-6fc«>. ji-*i 03<d 

1 0 3Cf>NAPT^-^©ift3WWiWfl& 

[0 06 0] mudp^s ^A. Bitwmi oitc 

WDP^'/vhA, BC*. A-4r 1 0 3(CJ:0ttno 

NAPT«tt#te£nxv>*-** htcsaaasn, i*- 

w< 1 0 4 -C^fl $n^>. N A P T««W>rtS«**tttO 
MCDl trail-C**."*^ aSBUDP-'fi?-^ h^CJ: 
1 0 3 FIONA PT'T-^^^Ar^H* 

rtoc^^n^^^or^o. t-^i 04 rt 

cr>x>h »J*C. Ml 0 Hat-? \>*&iZt*>tO?XD 

r Ki/A^^n^° <^^^^S42 i > . 

[0 08 1] W±<?>a(Wfl|3»*7t/X^*1«EX', 4^ 
*1 0 2^Ml() l<C*tf&a(S«:l)BIW**&, 

1 0 2 Mr*-/< 1 0 4<C^U, TcET conrwct,ccn? 
i D=1234J mi^Sl 0 1 C^ISi D*^-»t- 

^m^or. HTTPt'^^uassts^ 
4 i i *&<rr*o wto. *8s i D-HM'iaJi* i o 2 
a^*4S&bT^£^<LT& e MttM4t:4 1 i& 
*(Bl/fcf-;< 1 0 41*. ^f t ^'7-S4 2 3*C*Hi"C\ 

iM^n^w 1 D*+-ec^-^<rsj<cfifi*$ti^cM 

i D*f**b. Ml 0 1 a>ia»Wc*ll6x> h V*» 



o 

O 
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25 



26 



[ 0 0 8 2] £IC, 1 0 4 i±x> h UrtCtt*? 

CB4MK) £li£SU -etl<tiRiSd»«iia> 

it. * r 9 "7's 4 2 4 eswcm^-cisa 1 0 1 & JMHt 

*UDP^«ry M 1 2 C^T^tX 
KHtiDKSK<J:D 1 BICjeftCHM&mtK. ^o-C 

[0 08 3] *U:i>w<l 0 4 It, ^^*^S4£4tC 

rtfcmrr*. *->*i 0 4i»wsi o i^m 

I&r«X>M*^&SA. DA, SP. 

ccc. awnsKUDP^? h 4 i 2U5mudp'< 

5r 9 h A ( 4 1 0 ) afci*ii*0U h B (4 0 

9> tCttt*ttBLUTlil*StlXl*&fc*>, 1 
Q 3 Kfel-r . tSS&ON A P TSifttntfrbtrCWB 1 20 

[0064] «K**UDP^? h4 12«tfll/fc 
1 0 lit. 1Jw<i 0 4iC*frUCTCP8*»£4 
1 3£&£?£. TCPtt«K^4 1 3«cot--c<c«Ma 
frMtttfmr**, cyn, ack/cyn, ack 
/f* v ^ tc J: oTi*»*«ir**»*©TC P«WK£ 
*»^**o TCP^f*4 1 3fc*LAN«**>WA 
N«C^i/t:t7Ci:*>n*i><C't?Jb*ft:^, NAPTtttt 
fcflUfcA-* 1 0 3*Mjt-CSl*tt< TCP&&&52 
A^CW^C**. 30 

[ 0 0 8 5] «±«C J: * 1 0 4 1 0 1 4*0 
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